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[bookmark: _Toc25050485]Reporting Structure
1. Who is the primary incident response commander (primary authority)? 

· Name: _______________________________________
· Job Title: _____________________________________
· Office phone number: ________________________
· Cell phone number: __________________________
· Email address: ________________________________
· Secondary email address: _____________________
· Office address: _______________________________
______________________________________________
______________________________________________

2. Who is the backup/secondary incident response commander? 

· Name: _______________________________________
· Job Title: _____________________________________
· Office phone number: ________________________
· Cell phone number: __________________________
· Email address: ________________________________
· Secondary email address: _____________________
· Office address: _______________________________
______________________________________________
______________________________________________

3. What is the physical location of where the incident response operations will take place?

· Name: _______________________________________
· Job Title: _____________________________________
· Office phone number: ________________________
· Cell phone number: __________________________
· Email address: ________________________________
· Secondary email address: _____________________
· Office address: _______________________________
______________________________________________
______________________________________________


4. Has law enforcement been notified of the incident? If so, please provide the following: 

· Law enforcement agency: ________________________________
· Point of contact: __________________________________________
· Point of contact phone number: ___________________________
· Date/time of notification: __________________________________

5. What is the desired method of communication between the IR team and the victim organizations management team e.g., email, phone conference, etc.?

· Answer: ______________________________________________


NOTES:_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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1. Does your organization have Cyber insurance? If no, skip to question 4
Insurance Provider Information:_________________________________
_______________________________________________________________
_______________________________________________________________

2. Has your Cyber insurance provider been notified of the incident?

· Yes	 Date: dd/mm/yyyyy	Time:	xx:xx pm/am
· No

3.  Does your Cyber insurance policy include incident response team support? 

· Yes
· No

[bookmark: _Toc25050488]Awareness
4. Who is aware of the incident within organization?

· Senior management
· Legal
· IT
· HR
· Security
· Emergency Services Coordinator
· Other?
Please Specify: __________________________________________________________________

5. Which outside organization(s) are aware of incident?

· Outside counsel
· Media Outlet
· Third-party vendor
· Law enforcement
· Regulators
· Other?
Please Specify: __________________________________________________
[bookmark: _Toc25050489]Discovery
6. When was the incident first detected and by whom? (for timeline analysis)

Date: dd/mm/yyyyy	Time:	xx:xx pm/am          Name: _________________

7. Can you provide a timeline of events for this incident?

· Answer:________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

8. How the problem was initially detected?

· Intrusion Detection System (IDS)
· Intrusion Protection System (IPS)
· Security information and event manager (SIEM)
· User reported
· Notified by third-party entity 
· Other? 
Please Specify: ________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

9. What is the suspected nature of the incident?

· Ransomware
· Malware 	if so, what type and name:
· Business Email Compromise (BEC) 
· Denial-of-Service Attack
· Website Defacement 
· Other? 
Please Specify: ______________________________________________________________________________________________________________________________________________________________________________________________________
10. What steps were taken to contain and mitigate the incident? (This includes, but is not limited to, retaining suspect computers, changing passwords, turning off remote access, acquiring log files, disconnecting infected systems from network, suspending employee access or group privileges.) 

· Answer:________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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1. Were other security incidents observed on the affected environment or the organization recently?

· Answer:________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

2. Which data sources were targeted and/ or affected by the incident?

· Customer data
· Employee data
· Proprietary/intellectual data
· Business Partner data 
· Other? 	Please Specify: ___________________________________ 

3. Are you aware of any compliance or legal obligations associated with this incident? 

· PCI
· HIPPA
· SOX
· GLBA
· GDPR
· California Notice of Security Breach Act 
· Other? 	Please Specify: ___________________________________

4. Does the incident involve an outsourced party?

· Business partner
· Outsourced services
· Alliances
· Other? 	Please Specify: ___________________________________

5. Which stakeholders are responsible for in-house compliance, privacy or legal issues? 

· Answer:________________________________________________________________________________________________________________________________________________________________________________________


[bookmark: _Toc25050491]Impact & Scope

1. What systems or applications are critical to business functionality (BCP)? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

2. What is the priority of restore for systems/components of your network (BIA)? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

3. Does your organization have any change control mechanisms (CM/CB)? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

4. Does your IT department have vulnerability / patch management process documentation?

· Answer:____________________________________________________________________________________________________________________________________________________________________________________________________
_____________________________________________________________________ 

5. What policies are in place regarding remote access for the affected network? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________


6.  Is any of the network infrastructure managed by a third-party? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

7. Does the affected IT infrastructure pose any risk to other organizations?

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

8. How many servers are affected by this incident? Provide number of servers, type, operating system, and application. (Example: 3 apache web servers or 5 Windows Server 2016)

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

9. How many workstations are involved in this incident? If unsure, provide estimate. 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________
10. Are any websites known to be affected by this incident? If so, provide URL. 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________



11. Are specific accounts suspected of being involved in this incident, provide how many and by type. (i.e. user, admin, superuser, etc.) You can provide this list as a separate attachment

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

12. Is this incident suspected to have originated from a phishing/spam email? If so, do you still have the original email? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

13. Is any networking infrastructure impacted by this incident? (routers, switches, etc.) 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

14. Have any systems been taken offline as a result of this incident? If so, provide how many and what type of system. 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________



15. What logs currently exist for the IT infrastructure? Which logs are currently running and active? Have any logging activity started after the event? 
· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

Note: Logging can include: 

· Network 
· Firewall
· Routers
· Wireless Access Points
· Domain Controller
· Anti-Virus updates and issues 
· IDS/IPS systems
· Vulnerability management
· Network quarantine servers
· Network appliances
· File Servers (e.g. internal access of data)
· Backups
· Remote access to network
· Internet Access / Database
· Web proxies
· Printers

16. What is the retention policy for security logs? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

17. Are logs backed up or overwritten? If so, what frequency?

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________ 


[bookmark: _Toc25050492]Infrastructure
1. Does your network include any virtualized infrastructure? If so, provide number, type, and operating system, and application (Example: 2 vSphere severs running domain controllers)

· Answer:____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

2. What is the operating environment of the effected network? 

· Windows
· Linux
· Unix
· Mac
· Hybrid

3. Does your organization conduct regular system backups? If so when was the last backup conducted and validated? Are backups kept offsite? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

4. What is the security posture of the affected IT infrastructure components? How recently, if ever, was it assessed for vulnerabilities?

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________ 

5. If your organization has a Windows environment, have you contacted Microsoft about this incident? Does your organization have Microsoft premium support hours? If so, how many?

· Answer:_______________________________________________________
______________________________________________________________________________________________________________________________________________________________________________________________________

6. What email provider does your organization use? Is your email infrastructure on-premises or cloud based? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

7. Does your organization have a network diagram or illustration of the effected network? If so, how current is it? 

· Yes or No	Last Updated: dd/mm/yyyyy

8. What security infrastructure components exist in the affected environment? Please provide manufacturer & model if known. 

· Firewall:
· IDS/IPS:
· Endpoint security:

9. What are the possible ingress and egress points for the affected environment?

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________ 

10. Data loss prevention: Does the affected network connect into any cloud services? If so, what provider? (AWS, GCP, Azure, etc.) 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
11.  Has your organization preserved any digital evidence since this incident was first discovered? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

12. What are the physical locations of all affected IT infrastructure? (There may be multiple individuals and locations involved. Employee home-offices and personal computers may also be involved.) 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

13.  What asset management and discovery tools are in use? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

14. Is there an IT asset inventory report for all infrastructure components related to the incident? Note: The report should contain hard and software information such as MAC Address and OS, network identification information such as host name and network address, and other system details.

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

15. When was the last security or vulnerability assessment conducted? If so, is there documentation available? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________
16. Can the IT staff provide CPT incident responders with the following information?

Internet or hosted service providers
· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

Internal IP ranges and external facing IP ranges
· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

Naming conventions for organization’s networked computers/ servers 
· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________ 

17. Is there a network diagram or documentation that defines security component topology and architecture? (This includes perimeter security, DMZ, network address, virtual local area network, tunneling, etc.) 

· Yes		Last Updated: dd/mm/yyyyy
· No

18. Are affected system established from standard builds (or images) that allow analysis and/ or re-building affected systems? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________ 
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1. Which persons within the organization can identify how the IT network functions? Specifically:

· Firewalls, DMZ, Gateways, Access points

Name: ___________________________ Phone Number: _________________
Email: _________________________________________

· Network domains, Proxy, Domain controllers 

Name: ___________________________ Phone Number: _________________
Email: _________________________________________

· Remote access and VPN 

Name: ___________________________ Phone Number: _________________
Email: _________________________________________

· Intrusion Detection (ID) systems, Intrusion Prevention (IP) systems, SIEM

Name: ___________________________ Phone Number: _________________
Email: _________________________________________

· Anti-virus/ malware defenses (internal and on perimeter)  

Name: ___________________________ Phone Number: _________________
Email: _________________________________________

· Network quarantine systems 

Name: ___________________________ Phone Number: _________________
Email: _________________________________________ 

· Data storage

Name: ___________________________ Phone Number: _________________
Email: _________________________________________


·  E-mail systems 

Name: ___________________________ Phone Number: _________________
Email: _________________________________________

· ERP systems and any proprietary or specialty applications 

Name: ___________________________ Phone Number: _________________
Email: _________________________________________

· Data loss prevention (DLP) 

Name: ___________________________ Phone Number: _________________
Email: _________________________________________

2. Does the physical location of the incident response operations have the capability to house forensic kit measuring 4’ x 27” x 33”? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

3. Would your organization prefer the CPT to connect our forensic kit into your network “in-line” or via a span/tap port? (span port is less intrusive to the business model) Also, copper or fiber connection?

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

4. If the forensic kit is unable to be connected to your network, can your provide evidence/data/logs/etc. via a storage medium such as a hard drive or thumb drive? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________


5. Does the physical location of the incident response operations have 220v or 110v outlets (and how many) to power the CPT forensic kit?  

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

6. How many physical connections need to be monitored should an in-line approach be used?

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

7. Will your organization allow the CPT to deploy endpoint detection and response (EDR) agents? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

8. Will your organization be willing to BCC e-mails to a cloud detection engine to enable e-mail threat analysis?

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

9. What is the peak and average throughput for monitoring?

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________




10. Will your organization allow the CPT to connect the forensic kit to your network for internet connectivity? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

11. If the CPT uses your organization network for internet connectivity will it be via a static or dynamic IP? 

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

· If static, what is the IP address, subnet, and gateway?

· Answer: _____________________________________________

· If outside DNS resolution is blocked, what is the local DNS server?

· Answer: _____________________________________________

· If outside NTP integration is blocked, what is the local NTP server?

· Answer: ______________________________________________

12.  Are you willing to disable port security for your switches to allow us direct access?

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

13.  Are you able to provide list of employees who have left the company on good or bad terms; their account information such as username and privileges?

· Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________

14. Are you able to provide a list of Out of band resources? Down-stream vendors? Off-site dependencies? Remote services?
Answer:_________________________________________________________
____________________________________________________________________
____________________________________________________________________



